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(Draft) Response to WG2 on regarding IICORE safe

character

According to the request from WG2, IRG reviewed IICORE and its safe characters for security with
reference to UTR36 and RFC3743.

The goal for encoding ideographs in ISO/IEC 10646 is to be as complete as possible because of the
standard’s “universal” nature so that different applications can be developed within the framework of
ISO/IEC 10646. However, because a functional set for day-to-day use is only a few thousand
characters in size, users need to confront a large list of generally unfamiliar characters and there are
also a large number of non-unifiable but potentially synonymous variants. The introduction of ICORE

solves this issue.

‘The idea of creating ‘safe character set’ is to create “a collection of characters that are deemed
familiar for a given cultural environment” (UTR36) and in that sense, [ICORE is designed to be such
a commonly used collection of characters that gives sufficient coverage for everyday needs and are
familiar to most users. However because of its ‘international’ nature, users of ICORE must be aware
that some of IICORE characters common to a given country/region may be unfamiliar for people in

other countries/regions.

As to ‘variants’ considered as a potential security risk for the use of IDN in RFC3743, IICORE does
contain ‘variant’ form of CJK Ideographs.

UTR36, discussed about many cases of spoofing by visual confusion of non-ideographic character
shapes. Those situations will be possible on ideographs as well as non-ideographic characters.
However, this problem might be more serious with ideographs than that of non-ideographic
characters because there are cases that two or more ideographs having the same meaning and the

choice is sometimes dependent on preference or other considerations.

For example, even Japanese users may be confused on some Japanese ideographs by different
reasons:
(1) Possible confusion by shapes. Characters used in the specific region (e.g. in Japan) therefore be

confused

(BLEL), ($9ER), (i), (BME), (B BH), ORX), (H H), (I E5E), etc.



(2) Easily recognized shape differences but users may be spoofed by their meanings

2-1) Glyph variants of one character

R, (RIRE), (F7F), (B15), etc.

2-2) Different characters but used as a same word

B vs BN®AH), (357 vs fiF vs fE), (32 H vs HLH), (£F vs &), etc.

(2-3) Different characters used in the different word but same readings. Some of them have

(
(
(
(

similar meanings also.
(Bt vs 57), (JLIF] vs #41R] vs Bafl), (19175 vs fiFE), (PRBR vs Prfd), etc.
(2-4) Different expressions of names for people, place or other specific individuals
(OKH vs KH), (0 vs 30 vs 3 vs %), (B vs 77 ik vs 5k vs 75k vs Fi i), etc.

However it is difficult to make the exhaustive list that could eliminate the opportunity to exploit
‘variants’ to divert users and even if it were possible, excluding all such characters will make the
resulting set totally unuseable. So IRG would need more clarification on the request from WG2,
preferably with a reference to a formal request from IETF community to understand the background

and the requirements.
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